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Abstract :

The entrance of the virtual world isn’t just for entertainment but rather it became an
important concern towards completing transactions in a global era that doesn’t recognize
borders or limits. When the individual wants to enter this world, it’s obligatory for them
to have an ID that aligns with the characteristics of this world and permits them to directly
communicate and interact with others within digital platforms at any time and from any
place. Therefore, digital ID has become an unavoidable necessity to ensure safe inclusion
in the virtual world.

Since the digital ID turned out to be one of the most recognizable emerging legal concepts
that enforced its presence in the legal community due to its importance at the legal,
economic, or social levels and due to what it raises from legal and ethical concerns that
are represented by the possibility of it being stolen, hidden, and tampered with. Searching
its concept, clarifying its characteristics, identifying it from other terms, and
demonstrating the legal base and means that are destined to protect it are a focal point for
this research.

This research seeks to answer a central question: To what extent are the legal means
stipulated in current legislations effective in ensuring the protection of digital ID in the
virtual world?

From here, the scope of this research includes the protective aspect of digital ID and
specifically the substantive legal means relating to personal data through the European
General Data Protection Regulations, and the procedural legal means (E-signature, digital
ID wallet) through the European regulations (eIDAS) 1.0 and eIDAS 2.0 without
addressing the cyber security law or what is known as NIS2. Therefore, this research only
focuses on the direct protection for digital ID users cited with Lebanese legal provisions
that are related especially to the Lebanese law of electronic transactions and personal data
protection.

The research relied on the descriptive approach to identify the nature and characteristics
of the digital ID that specializes it from others, on the analytical approach in order to
analyze legal provisions related to it, and on the comparative approach between European
and Lebanese legislations to stand on the protective extents that legislations have provided
for the digital ID, in addition to clarifying its aspects of progress and shortcomings.

The research has led to find out that the current legislation includes substantive means and
other procedural means that permit protection of digital ID. Despite the effectiveness of
these means in digital ID protection, the protection remains fragmented in the absence of
private legislation that completely organizes the digital ID.

Keywords: Virtual World- Digital ID-Personal Data- eIDAS Regulations-Digital Identity
Wallet-Electronic Signature.
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